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1.2. Antivirus Software
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O Virus & threat protection

Protection for your device against threats.

X© Current threats

Mo current threats.

Last scan: 22/3/2568 16:35 (quick scan)
0 threats found.

Scan lasted 1 minutes 23 seconds
44627 files scanned.

Quick scan

Scan options
Allowed threats

Protection history
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1.4. Privileged Access Management (PAM)
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2.1. Business Continuity Plan (BCP) Disaster Recovery Plan (DRP)
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2.2. OS Patching

2.3. Multi-Factor Authentication (2FA)

Multi-factor Firewall

© Please input your token code.
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Email 2Factor Firewall
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2.4. Web Application Firewall (WAF)

CLOUDFLARE Q Goto... @ Support A Profile

& itwpp.it04@gmail.com”... 3 wep-hospital o V Active Star  Freeplan

B Overview The firewall rules API is deprecated, but it will work until the sunset date to support any automation built on it. Refer to the documentation

for details on migrating to the Rulesets API.
& AlAudit ‘e

©  Analytics & Logs v Custom rules
& DNs - Protect your website and API from malicious traffic with custom rules. Configure mitigation
criteria and actions, or explore templates, for better security.
3 Email -
& ssuts - You have used 3 out of 5 available Custom Firewall Rules.
|
U Security z
Create rule Q Search... ‘ Search l l 5 Show filters ]
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Bots i .
2 Managed aptcha H
50% 2
AP Stisld Challenge URI Full <
DDoS
Satiiis 3 skp Allow Googlebot i " @ :
Known Bots. Verified Bot Category, User =
®  Access Agent. URI Path

-

& Collapse sidebar

2.5. Log Management

- Firewall Logs

pp-hospital

@ Dashboard > Global Settings locallogs  Threat Weight
4 Network >
B Policy & Objects > UUIDsinTrafficLog @
& Security Profiles >
g ven » Address ©
& User &Authentication »
Log Settings
2 System >
€ Security Fabric > Eventlogging m Customize
¥ Log & Repart v Local traffic logging Customize
Forward Traffic "
Syslog logging © Disable
Local Traffic
Sniffer Traffic
System Events GUI Preferences
Security Events
Resolve hostnames @ ©

Reports

Resolve unknown applications @ @©
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Logs

Logs
List and fiter fogs

All daemons

Q Filter

Nar 24, 225

v Alllog levels v X Descending sort X Realtime

wazuh-syschackd INFO
wazuh-syscheckd INFO

wazuh-rootcheck INFO
wazuh-rootcheck INFO

wazuh-db TNFO Deleted Global database backup
wazuh-nodulesd:content-updater WARNING Offset processing failed
wazuh-nodulesd :content-updater WARNING Couldn't run full content download: Error -1 from server: Tineout was resched.
wazuh-nodulesd:content-updater ERROR Action for ‘vulnerability.feed.manager’ fatled: Error -1 from server: Tineout was reached
wazuh-nodulesd:syscollector INFO Starting evaluation
wazvh-modulesd:syscollector INFO Evaluation finished
wazuh-nodulesd:content-pdater ARNING Offset processing failed. Triggered a snapshot downlosd
wazuh-modulesd :content-updater WARNING Couldn’t run full content download: Error -1 from server: Timeout was reached.
wazuh-nodulesd:content-pdater ERROR Action for ‘vulnerability_feed_ma
sca INFO Starting Security Confaguration Assessment scan

scs INFO Starting evaluation of policy: */var/ossec/ruleset/scs,
sca INFO Evaluation finished for policy "/var/ossec/rul 4
sca INFO Security Configuralion Assessment scan finished. Duration: B seconds

hac

wazuh-modulesd:content-updater WARNING Offset processing failed
wazuh-modulesd:content-updater WARNING Couldn’t run full content domnload: Error -1 from server: Tineout was reached
wazuh-nodulesd:content-updater ERROR Action for ‘vulnerability_feed_sanager' failed: Error -1 fron server: Timeout was reached

wazuh-nonitord IO Starting new log after rotatien.
wazoh-db INFO Created Global database backup “backup/db/global ,db-backup-2025-83-24-21 :49:37.g2"
backup/db/global. db-backup-2825-63-21-1:49:37. 62"

Triggered a snapshot donload

(6898): File integrity monitoring scan started
(696)  File integrity monitoring scan ended

wazvh-nodulesd:syscollector INFO Starting evaluation
wazuh-nodulesd: syscollector INFO Evaluation finished.

Starting rootcheck scan
Ending rootcheck scan

ger' failed: Error

15_smazon_linux 2.ynl
anazon_linux_2.yml

Triggered a snapshot downlosd.

1 from server: Tineout was reached.

2.6. Security Information & Event Management (SIEM)
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